Policy and SLA Management /
Monitoring at the Edge

Governance, Enforcement, and Monitoring
using WSRR, DataPower, and ITCAM for SOA
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Runtime SOA Governance @ Edge

Why is it needed?

— —— T



Why Is Governance is Important - A real life scenario

Sales Accounting department Legal

Order Purchasing
fulfillment =

Currency conversion service
1. Provide a 2. Other 5. Fix works 6. Maintenance

currency service LOBs temporarily costs soar /
f_hat fIfHE a specific start using but problem provider
Ine oT business the service reappears ends service

(LOB)



Service Visibility and Governance

SOA Governance and Service Lifecycle Management

Process Modeling Services Service Lifecycle Management
Portfolio Management Registry & Repository Support
Organizational Change Policy Lifecycle Management

Human Collaboration Service Level Agreements

Risk Management Change Management



Components of a Governed SOA Infrastructure

WSRR
TSPM

Design-Time, CCMDB

Service Development,

Registry / Repository

WPS
WAS
WESB
WMB
DP X150

ITCAM for SOA

SOA GOVERNANCE



The Edge of what?...

e ... the trusted Network
— The boundary between the trusted and untrusted network
— Focus: network infrastructure, firewall, SLA enforcement

* ... customer access (internal and external)

— The boundary between users and the applications and services they
use

— Focus: intranet serving, caching, access points

» ... the Data Center
— Providing secure and reliable access to the service in the data center
— Focus: Web serving, e-mail, intrusion detection

SLA enforcement is best applied at “The Network Edge” using an appliance like
DataPower!



IBM Policy and SLA Managements Solution

WSRR Visibility and Control

* Reduce costs and increase
operational efficiency of enterprise

boundaries

* Increase enterprise agility through
rapid realization of policies and
SLAs in response to business
change

— Centrally manage and govern service and
associated policies exposed at service
gateway

5 P » Enable automatic deployment of
atarower ITCAM for operational policies and SLA to service

SOA Platform gateways

» Be alerted and proactively react to
situations and changes in your SOA



WSRR is your Enterprise SOA Registry / Repository

Highly Prescriptive Service Lifecycle Governance

Optimize resource costs by governing service
consumption with service contract management

Accelerate reuse with Automated Service Discovery across
heterogeneous environment

Reduce business risk with prescriptive service lifecycle
governance including MQ Applications
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Tailor Service Governance implementation to fit your
business needs with WSRR Studio
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Apply operational policies consistently to help achieve
reliability and compliance —

Gain insight into SOA services and their
consumption, policies and associated
metadata in your enterprise



Secure and Fast SLA Policy Enforcement into your SOA
WebSphere DataPower Appliance V4.0.2

@l SECURE your SOA, Web 2.0, B2B, and Cloud environments
2> SIMPLIFY your connectivity infrastructure
Wil ~ccELERATE your time to value

\_ .9, GOVERN your evolving IT architecture

~

WebSphere DataPower Appliances provide a low startup cost,
helping clients increase ROl and reduce TCO with
specialized, consumable, dedicated appliances that

combine superior performance and hardened security
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ITCAM for SOA Platform
Monitor and Manage Services and the end-to-end SOA
Infrastructure

Processes
Services
Applications"

SOA
Infrastructure

Quickly identify, isolate, and repair service level problem areas
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. Monitor and manage

services and service
performance

. Monitor and manage

application servers

. Monitor and manage

messaging backbone

. WebSphere MQ

. WebSphere Message
Broker

. Monitor the health &

availability of
DataPower appliances

. Monitor and manage

virtual environments

Monitor and manage
operating systems



SLA Enforcement @ Edge

Configuration &
Scenarios
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Presentation Scope

Assume that design time governance is already in place
— services and their interfaces are specified in a consistent way

We will talk about an architecture for runtime governance enforcement

We will illustrate the solution using WebSphere DataPower and assume
WSDL described services using SOAP/HTTP.

The presentation assumes capability currently available in:
— WebSphere Service Registry and Repository (WSRR) v7.5
— WebSphere DataPower XI/XG/XB/XE v4.0.2 appliances



SLA Enforcement - Common Usage Scenarios
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Sample Scenario

« A Weather application makes use of a Temperature Converter service

— Specifically, version 1.0 of the Weather application consumes version 1.1 of the
Temperature Converter service

« The Temperature Converter service is called via a DataPower appliance to
police access to the service

™Y Web Service %
-1_ X B Prox »C
pp J y &

V\/.eat. . (WS-Proxy) Temperature Converter
Application Version Service Version




Sample Scenario (cont)

« The detailed terms of the Service Level Agreement (SLA) between the app and
service are defined using a pre-configured SLM Policy in DataPower

« The Service Level Agreement object in WSRR contains a property that
identifies the specific SLM policy DataPower should use for this particular SLA.

_
éﬂ ﬂ- Web Service
@) Proxy O Wl

A
Weat er pp (WS-Proxy) Temperature Converter
Application Version Service Version

modelled in WSRR as ...

03

) u
Weather Application Temperature Converter Service
Version 1.0 Version 1.1 e

"_l Service Endpoint
Service Level Agreement Internal

s
Y

Service Level Definition =

Service Endpoint

Service Consumer Service Provider EXPOEO'_



Integration with the IBM WebSphere DataPower Appliance
Initial Configuration using WSRR Subscriptions

4 N

WDP WS-Proxy

[

Converter

Weather |~ __ e e S el o Temperature
SOAP/HTTP

Application

|

SOAP/HTTP

NG

WSDL Collection

Subscription |
P “\ EligibleEndpoint
\ 0 query
\
\\\ SLACheck
AN query
. _ \ L ws-policy Exposed Services
Policies attached to service WSDLs Collection
flow into WDP for runtime

enforcement (WS-SecurityPolicy,

N

AU

\

WS-ReliableMessaging) Changes in WSRR Runtime

registry (WSDLs, policies,
schemas) will be notified to DP




Set Up a WS-Proxy Instance
Create new Web Services Gateway

= Control Panel WS-Proxy Gateway
configuration

Services -

Web Service Multi-Protocol XML Firewall Web Application XSL Accelerator
Proxy Gateway Firewall

Monitoring and Troubleshooting

i

‘g }Eﬁ — N
Fi B _ 3274 5H

View Logs Troubleshooting Web Services View Status
Monitor

Files and Administration

- o

& Config | Config ; 1

¢ : c“. |
File Management System Control Import Export Keys & Certs

Configuration Configuration Management



Set Up a WS-Proxy Instance
Subscribe to a Service ‘Collection’ in WSRR

[=]| Configure Web Service Proxy

®  wsois SLM

Services Eolicy

Web Service Proxy Name [up]

| Cancel || Delete || Refresh |

Proxy Settings

Advanced Proxy Settings Headers/Params WS-Addri@

View Log | View Status | View Operations | Show Probe | validate Confermance | Help

Web Service Proxy WSDLs

(®) Edit WSDL/Subscription
O Add wsDL

Subscribed to the collection called

1 H 3
© Add UDDI Subscription ExposedServices
(O Add WSRR Subscription —_—
WSDL Source Location Endpoint ary WSDL Status W5-I BP Status Action
= wsIr-was4 1up/ Remove
TemperatureConverterSer mperatureConverter

WSRR Subscription Parameters

/

Subscription Object
| Concept v

Object Name

ExposedServices | *
Namespace
http:/lwww.ibm.com/services | *®

WSRR Server

WSIrr-was4-server v E] *

Synchronization Method
Poll v

Refresh Interval
. 86400 | *

Use WSDL Version

O on @) off

Fetch Policy Attachments (WSRR 6.1 or later)
@® on O off




Set Up SLM Policy Instances
Create SLM policy enforcement ‘vocabulary set’

ij Configure SLM Polic

C Refresh List

Y

Pre-configured SLM Policy options

which are part of the appliance
configuration deployment

AcmeCoSLMPalicy_Max1000MsgPerMin
AcmeCoSLMPalicy_Max100M=gPerMin
AcmeCoSLMPalicy_Max10MsgPerMin
AcmeCoSLMPalicy_Max250M=gPerMin
AcmeCoSLMPalicy_Max5000MsgPerMin
AcmeCoSLMPalicy_Max500M=gPerMin
AcmeCoSLMPalicy_Max50MsgPerMin
AcmeCoSLMPolicy_Max5SM=sgPerMin

/

Status
new
new
new
new
new
new
new
new
new

AcmeCoSLMPolicy_Max750M=gPerMin

Add

Op-State
up
up
up
up
up
up
up
up
up

Logs

yeheheheheheh ohehe

Administrative State
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled

Comments




Initial Configuration using WSRR Subscriptions

WDP WS-Proxy

[

SLA SLM o Routing
0 -~ S

Integration with the IBM WebSphere DataPower Appliance

|

\ FL\ ‘\;1 10000 msg/sec ——r—

- \

Check action policy
'\A/‘Veal"chetr. _____ - O xsltl| xsltl el zemperature
ication ~<
pp SOAP/HTTP ~a _l, \\ SOAP/HTTP onverter
‘tl AA IH ia | 1 §
1 crng i, o | ' | Target address

Subscription o

“h
-

SLM policies authored and
stored in DataPower - one is
selected by a property on the

SLA

These API calls extract runtime
information about SLA for dynamic
enforcement — results are cached in

WS-Proxy gateway )

EligibleEndpoint
query

WSDL Collection A REST/SSL REST&SL /
>0

SLACheck query

Exposed Services
Collection

AU




Querying for Available SLAs in WSRR (SLA Check)

« The typical criteria used by enforcement point for finding suitable
SLAs in WSRR must be:

— ‘SLAActive’, and
— match the consumerld and contextld specified in message

- Inactive l
‘ <Ll %
Weather Application Temperature Converter Service
Version 1.0 Version 1.1 e

v=| Service Endpoint
Service Level Agreement M Internal
Service Level Definition L.._-

consumerld=‘WA10’ contextld=‘WA10d1’ Service Endpoint
Exposed




Extracting SLM Policy names from SLAs (SLM Action)

« Retrieving optional SLM policy name to be enforced as part of
matched SLA metadata:
— ‘dp_sImPolicyName’ property (which must be added using WSRR
Studio)
— Contains name of DataPower SLM Policy to be enforced
— Optional — if not specified, then no traffic restrictions are enforced

£ :
Weather Application Temperature Converter Service
Version 1.0 Version 1.1 I
ma— -

&= l
= Service Endpoint
Service Level Agreement Internal

e
o )
Service Level Definition i
- Service Endpoint
dp_slmPolicyName = Exposed
‘Max100MsgSec_Reject’




Querying for Available Endpoints in WSRR (Routing Policy)

« The typical criteria used by infrastructure for finding suitable
endpoints in WSRR are:

— Must be:
 ‘Online’, and
» Classified as ‘Internal’ — the private endpoint that the gateway routes to, and
» Classified for the appropriate runtime area — e.g. ‘Production’

’Internal’ + ‘Production’ + ‘Online’ J

% \ Offline
Weather Application Temperature Converter Service #
Version 1.0 - Version 1.1 o
[ 3 L [ l ¢ —

e —
= Service Endpoint
Service Level Agreement . Internal

|
Service Level Definition ==

Service Endpoint
Exposed



Conveying Request Context

* In SOAP Message, can use a WS-Addressing header (as in this
example) or some custom header:

<soapenv:Envelope xmlns:xsi=http://www.w3.o0rg/2001/XMLSchema-instance
xmlns:xsd=http://www.w3.0rg/2001/XMLSchema
xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/"
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header>
<wsa:EndpointReference
xmlns:wsa=http://www.w3.0rg/2005/08/addressing
xmlns:gep63=http://www.ibm.com/xmlns/prod/serviceregistry/profile/vér3/GovernanceEnablementModel ">
<wsa:Address>http://edgedp.ibm.com: 9553 /TemperatureConverter/services/TemperatureConverter</wsa:Address>
<wsa:ReferenceParameters>
<gep63:consumerIdentifier>WA10</gep63:consumerIdentifier>
<gep63:contextIdentifier>WA10d1</gep63:contextIdentifier>
</wsa:ReferenceParameters>
</wsa:EndpointReference>
</soapenv:Header>

<soaP;—;Z=i°<liy> s Lns 01282 hEte //odh Consumer and Context

<p :kelvinToCelcius xmlns:p ="http://ejbs'>

<kelvin>273.0</kelvin> IDs as Reference
</p728:kelvinToCelcius> Parameters

</soapenv :Body>
</soapenv:Envelope>

« This information provides any downstream agent with context for
the request.



Using Named Queries in WSRR

‘Named Query’ feature allows pre-canned queries to be included as a part of the
configuration

E.Q.

Somewhat akin to stored procedures
Very useful for runtime integration, to reduce coupling to WSRR information structure
Defined using WSRR Studio

SLACheck and EligibleEndpoints queries in this example

Returns SLA object metadata if matched against a given consumer, context ID, and
endpoint

Returns the online endpoints that are classified in a particular way (e.g. “Exposed”) for
which a consumer has an active SLA, with a given context ID, i.e. the valid endpoints for
this request

Named queries are invoked in WSRR via a REST API (HTTP GET)

E.Q.

https://hostname:9443/WSRR/7.0/Metadata/XML/Query/SLACheck?pl=WA10&p2=WAl
0dl&p3=http://edgedp.ibm.com: 9553 /TemperatureConverter/services/Temperatu
reConverter

http(s) : //<host:port>/WSRR/6.3/Metadata/XML/Query/EligibleEndpoints?pl=WA
10&p2=WA10dl&p3=http://www.ibm.com/governance/it%23Exposed



Add to Processing Policy for Late Binding to WS-Proxy

Rule:

hide

Rule Name:

Rule Direction: Client to Server ¥ Delete Rule

Filear Sign

—&

Create rule: Click New, drag action icons onto line.
e —

vy © A L& O 0

Verify

Edit rule: Click on rule, double-click on action

2 > @B O & o

Validate Encrypt Decrypt Transform Roru AAA Results St™ Acvanced

|
\
\d rag

v

CLIENT

| Create Reus?’

_ Add a SLM policy action
Add a SLA Check action

y -
N >3

ORIGIN
SERVER

Add a Routing policy
action

AL

J




SLA Check .

Provide a Stylesheet that can Invoke a WSRR query

WebSphere. DataPower XI50

@ Configure Transform Action

Help
Basic Advanced
Input Stylesheet contains SLACheck ,
Input | [TNPUT m  behavior along with SLM policy

lookup

S

Options
A
2y Transform

" Use XSLT specified in thi-
i+ Use ¥SLT specified ir
" Use ¥5LT specifi-

n a non-XML message

Use Document Processing chion
Instructions

ML document processing instructions, if available

llocal:fif =~ =l
X5L style sheet
|5Ia_u:heu:l-c.)csl ;l Upload... | Fetch... | Edit... | iew... | Yar Builder | *®
URL Rewrite Policy II:I'IDI'IE:I ;l ;I I

Asynchrunuu5| " on (¥ off

+ “ . 1) .
var://context/sla/sim-policy” contains the name

of DataPower SLM policy to enforce

Qutput

| (auta)

When stylesheet completes, the local variabIeJ

Delete | Done | cancel |

27



An example of an ‘SLA Check’ Stylesheet

<xsl:template match="/">
<xsl:variable name="SLACheckQuery"
select="concat (
$dpquery:wsrr-hosturl,
‘/SLACheck’,
'?pl=',

{%}

Transform

/soap:Envelope/soap:Header/wsa:EndpointReference/wsa:ReferenceParameters/gep63:consumerIdentifier,

' &amp;p2=', /soap:Envelope/soap:Header/wsa:EndpointReference/wsa:ReferenceParameters/gep63:contextIdentifier,

' &amp;p3='var://service/URL-in'"
)" />
<xsl:variable name="queryResult">
<dp:url-open target="{$endpointQuery}" response="responsecode" />
</xsl:variable>
<xsl:variable name="responsecode" select="$queryResult/url-open/responsecode" />
<xsl:choose>
<xsl:when test="S$responsecode =
<l==
check that SLA was found, if so, make sure it is
DP SLM policy name from the response from WSRR
-——>
<xsl:variable name="dpSLMPolicyName"

200" ">

'Active' and then extract

Extract the context values

from the inbound request

and query WSRR, use

gateway local endpoint
value.

J

select="$queryResult/url-open/response//resources/resource/properties/property[@name='dp_slmPolicyName’]/@value" />

<dp:set-variable name="'var://context/sla/slm-policy'" value="$dpSLMPolicyName" />
</xsl:when>
<xsl:otherwise>
<dp:send-error override="true">
<env:Envelope xmlns:env="http://schemas.xmlsoap.org/soap/envelope/">
<env:Body>
<env:Fault>
<faultcode><xsl:value-of select="$responsecode" /></faultcode>
<faultstring>No available or active SLA found.</faultstring>
</env:Fault>
</env:Body>
</env:Envelope>
</dp:send-error>
</xsl:otherwise>
</xsl:choose>
</xsl:template>

for clarity.

Note that this is not an entire
stylesheet. The namespace
declarations etc. have been omitted
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SLM Policy Action
Reference SLM policy name using variable

WebSphere. DataPower XI50

E Configure SLM Action

Help
Basic Advanced i .
Variable specifies
e wew  runtime value of SLM |
Input | | INPUT ; policy name
M SLMm
| var://context/sla/sIm-policy ( =] ;I .| war Builder |
CLOSE
Custom User Variable
SLM Policy | | variable Root  Context Wariable Name
var://context/ Isla =lm-policy Use Custom I
* \
Asynchronous |  on (¥ off

This is the same local variable

o ewew | ameusedin SLA Check |

| stylesheet in previous action

Qutput

Deletel Dunel Carmell ?--
29 —_—



Routing Action

Configure Stylesheet that can Invoke a WSRR query

A (bgibm) - Configure Route (Using Stylesheet or XPath Expression) Action - Microsoft Internet Explorer provided by Northwestern

.y

Route

LETIITE
Input | [ INPUT [[1npuT ] =
(]Einns
ORuute (Using Stylesheet or XPath Expression)
Action Type | Route (Using Stylesheet or XPath Expression) v| * SterSheet Contalns
(®) Use Stylesheet to Select Destination end pOInt |OOkU p
election () Use Variable to Select Destination 1
Selection Method () Use XPath to Select Destination behaVIOr
g::tcrﬁs;ﬂg |Ioca|:!H V||endpoint.xsl - V|[ Upload... || Fetch... |[ Edit... |[ View... |[ Var Builder | =
Asynchronous | () on (3 off
wsrr-hosturl | https:/iwsrrhost.ibm.com:9409/S | sfve
wsre-debug | faize ‘mswe  These custom parameters are available to
the stylesheet and indicate the hostname
and query string of the WSRR query and
Output 1
output| S anything else you need, e.g. a debug flag.
utpu auto) ¥
[ Delete ][ Done ][ Cancel ]

30




N2

Route
An example of a ‘Routing Policy’ Stylesheet
<xsl:template match="/">
<xsl:variable name="endpointQuery"
select="concat (
$dpquery:wsrr-hosturl,
‘/EligibleEndpoints’,
'?pl=', /soap:Envelope/soap:Header/wsa:EndpointReference/wsa:ReferenceParameters/gep63:consumerIdentifier,
' &amp;p2=', /soap:Envelope/soap:Header/wsa:EndpointReference/wsa:ReferenceParameters/gep63:contextIdentifier,
' &amp ;p3=http://www.ibm.com/governance/it%$23Internal’
)u />
<xsl:variable name="queryResult"> Extract the context values
<dp:url-open target="{$endpointQuery}" response="responsecode" /> 0
ol sumriabos from the inbound request
<xsl:variable name="responsecode" select="$queryResult/url-open/responsecode" /> and query WSRR’
<xsl:choose> -
<xsl:when test="S$responsecode = '200'"> assume Internal

<= endpoints. V.

set the target address for the forwarded message to the value found
in the response from WSRR
-——>

<xsl:variable name="url"
select="$queryResult/url-open/response//resources/resource/properties/property[@name="‘name’]/Q@value" />
<dp:set-variable name="'var://service/routing-url'"“ value="S$url" />
</xsl:when>
<xsl:otherwise>
<dp:send-error override="true">
<env:Envelope xmlns:env="http://schemas.xmlsoap.org/soap/envelope/">
<env:Body>
<env:Fault>
<faultcode><xsl:value-of select="$responsecode" /></faultcode>
<faultstring>No available end-points found.</faultstring>
</env:Fault>
</env:Body>

</env:Envelope> Note that this is not an entire
Lo pisenderzos stylesheet. The namespace
</xs1:choose> declarations etc. have been omitted

</xsl:template>

for clarity.




Configure DataPower to Cache Endpoint Lookups

ﬁ Configure XML Manager

@ Main XML Parser Document Cache Extension Functions Document Cache Policy Schems '..-"E||i|:|E|ti|:|r'|('l:.;':I

XML Manager: default [up)

Export | Wiew Log | View Status | Flush Stwlesheet Cache | Flush Document Cache | Help
Document Cache Policy
URL Match expression Policy Type TTL Priority
| https://wsrrhost.ibm.com:9409/ServiceRegistry/WSRR/* | Fixed S00 ;128 7 4 b4

« Set the XML Manager in DataPower to cache requests to the
WSRR server.

« The WS-Proxy cache does not cache these requests



Recap: What has this accomplished?

1.

Consumers can access services only if they have an SLA in the
‘SLAACctive’ state (protects capacity).

Routing decisions are based on subscribed Service Levels,
Infrastructure can route according to intent.

Late binding of both Combining Consumer late binding lookup with
Infrastructure late binding minimizes Environment coupling and
eliminates application ‘knowledge’ of infrastructure.

Scalable service proxy architecture

« asingle Proxy instance can manage requests for all services that have
a similar policy pipeline.



Recap: What has this accomplished?

5.

Enables the use of impact analysis for risk management and

resource consolidation via formal consumer dependency tracking.

Solution can enforce SLA-defined SLM policies

Improves stability through the use of Governance policies and
Lifecycle authority, assuring that only well-formed and certified
meta-data is used.



SLA Monitoring @ Edge

Collecting Metrics &
Generating Events
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ITCAM for SOA Platform
Monitor and Manage Services and the end-to-end SOA
Infrastructure

Processes
Services
Applications"

SOA
Infrastructure

Quickly identify, isolate, and repair service level problem areas

36
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. Monitor and manage

services and service
performance

. Monitor and manage

application servers

. Monitor and manage

messaging backbone

. WebSphere MQ

. WebSphere Message
Broker

. Monitor the health &

availability of
DataPower appliances

. Monitor and manage

virtual environments

Monitor and manage
operating systems



Sophisticated and Scalable Operations Management in your SOA

ITCAM for SOA Platform and WSRR

« Reconciliation of services registered in

WSRR with those monitored in target

Service Port Operation Service Anplication Server Computer System Ohserves 5] Registered
<=nio fiter= =ha fitters =no fitter= <=no fiter= <=nio fiters =ho fitter= =no fiter=
systems by ITCAM for SOA 7
Catalog ~ |cancelOrder CatalogSer g
rweentoryStatus ol Inventorys InventoryServer I’ 7
IrweentoryStatus ol Inventorys InvertaryServer v 4
IrweentoryStatus ol Inventorys InvertaryServer v «
uuuuuuuuuuuuu lupdste InventoryServer g
IrwentoryUpdate upciate Inventorys InventoryServer I’ 7
IrwentoryUpdate lupciat Inventorys irvertoryServer " 7
. - . rwentaryUpdate ldsiete Inventorys InvertaryServer v «
° TO OIO views ShOW rel ations h IDS ot Jadicle ooy Frertoryserver v 7
IrwentoryUpdate delete Inventorys irventaryServer I’ g
IrwentoryUpdate (add Inventorys InventoryServer I’ 7
= = = rentaryUpdate lacd Inventorys InvertaryServer v «
between service operations for impact === = imer e . .
analySIS RS AE 2004 | 38D LS EEEEL@TWEE N
T [ x
einilg—F+palal ee
=l

 Forwards status information to WSRR to
allow selection of services based on
performance and other metrics

e Author ITCAM service situation with
WSRR’s Policy Wizard and attach to
Service Level Definition

InventoryService j

B B B

''''''




SOA Governance — SLA Policy Automation

software LLUL1Y software
_ _ ITCAM for SOA
WebSphere Serv_lce Registry & (Policy Monitoring Point)
) RGDOSI'[OFy Monitoring Policy I_‘ i
(Policy Administration Point) >~ AT
| Qi G Qa
P | G Qe Qe A
¢ | G Oa Qe R
Event Status | G G G A
* SLA Policy Automation — monitoring of
a service based on its Service Level
monitoring policy /
» Using WebSphere Service Registry and Available Now /
Repository (WSRR), users can associate a ITCAM for SOA
Service Level Definition (SLD) policy to a monitors a web service,
service, and have ITCAM for SOA ) based on its SLA policy

automatically define and deploy situations and as defined in WSRR

automated take actions based on that /\F
service's SLD policy. A /



ITCAM for SOA Platform — Benefits

A comprehensive view of SOA

Business Value Processes

Services

ITCAM for SOA Platform helps you meet the
demanding service levels required of SOA-based
applications SOA ' .

Infrastructure ez P e
ITCAM for SOA Platform delivers quick time to
value for IT operations, architects and subject
matter experts alike

End-to-end visibility from services, applications,
middleware, and infrastructure

IT Operations Value

An end-to-end graphical services topology tool to visualize service flows and relationships

Integrated support for IBM WebSphere Application Server, WebSphere ESB, WebSphere
Process Server, WebSphere DataPower, WebSphere Message Broker, CICS, JBoss,
WebLogic, .NET and other application runtime environments

Seamless integration into your existing enterprise level Tivoli Monitoring environment

Real-time status of the health of applications, helping to identify and quickly resolve service
problems



Governance Trends & Strategy

Policy Management Vision and
Futures
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Technological Convergence

Policy Semantics

>
Security  SLAs  Traffic Dynamic Caching
WS Management Routing
XML
Q
Q
S | Json
» Challenges
_S REST — Lack of industry standards
8’ — Consistency across heterogeneous
—= HTTP :
8 solutions
S TCP — Organizational barriers
Q
= |

<
|



Thank You!... Questions?

100 Years In the Making:.

« Market share leadership

« Strongest ecosystem
« Unparalleled expertise, and level of investment
» Broadest, deepest portfolio
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Quervina for Available Endpoints in WSRR example

Impact Analysis for: Low Latency T
TemperatureConverter
A . _
J PROD| EXPOSED [ ONLINE ]

TemperatureConverter N TemperatureConverter ... /, ntq::.'.'edgedp.lnm.cﬁm:ﬂ...
- _ o —— % fmm --"'--\.__\__ __,a-"' - - P . -

Weather App Businezs Service Sernvice Version ~a| Low Latency o S0AP Service Endpoint

IR v s . SR S

Business Application . WA1.0to TC 1.1 | Senice Level Definition N '“'n._‘ http:/Mocalhost:9082Te...

@ Application Version Senvice Level Agrepmaant Y S0AP Service Endpoint

SLA_ACTIVE [PROD INTERNAL ONLINE]

—| Senice Interface |

Query:

IWSRR/GenericObject[classifiedByAnyOf(., http://www.ibm.com/xmins/prod/serviceregistry/
profile/v6r3/GovernanceEnablementModel#CapabilityVersion') and gep63_consumes(.) and
@gep63_consumerldentifier="%1"/gep63_consumes(.)[classifiedByAnyOf(., http://www.ibm.
com/xmins/prod/serviceregistry/lifecycle/ver3/LifecycleDefinition#SLAActive') and
@gep63_contextldentifier='%2"/gep63_agreedEndpoints(.)/gep63_availableEndpoints(.)[cla
ssifiedByAnyOf(.,'http://www.ibm.com/xmins/prod/serviceregistry/lifecycle/v6r3/LifecycleDefi
nition#Online") and classifiedByAnyOf(.,'%3")]

%1 = consumer Identifier (‘WA10’ for this example) No reference to
%2 = dependency ID (‘WA10d1’ for this example) Environment
%3 = External or Internal classification

]| ~—



Querying for Available Endpoints in WSRR example

Impact Analysis for: Low Latency

7
TemperatureConverter
. .
PROD| EXPOSED [ ONLINE
TemperatureConverter TemperatureConverter ... http:Tedgedp.abm.com:9...
-~ . . ' - - .ll, S e, [ S o
Weather App C) Business Service 0 Senvice Version \\\.\‘ Low Latency / D) S0AP Senvice Endpoint
() Business Application Weather App 1.0 ) WA 1.0t TC 14 /,,-? ) Senice Level Definition \. http:ocalhost:3062/Te...
@ Application Version ) Senvice Level Agresmant ) S0OAP Senvice Endpoint
SLA_ACTIVE [ PROD| INTERNAL| ONLINE
‘| ) Senice Interface |

_ Matches any type of
Query: consumer J

-GenericObject[cIassifiedByAnyOf(.,'http://www.it com/xmins/prod/serviceregistry/

profile/ver3/GovernanceEnablementModel#CapabilityVersion') and gep63 _consumes(.) and
@gep63_consumerldentifier="%1"]/

%1 = consumer Identifier (‘WA10’ for this example)

%?2 = dependency ID (‘WA10d1’ for this example)

%3 = External or Internal classification
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Querying for Available Endpoints in WSRR example

Impact Analysis for: Low Latency

7
TemperatureConverter
. .
PROD| EXPOSED [ ONLINE
TemperatureConverter TemperatureConverter ... http:Tedgedp.abm.com:9...
-~ . . ' - - .ll, S e, [ S o
Weather App C) Business Service 0 Senvice Version \\-\.\‘ Low Latency /,-/'"’J' D) S0AP Senvice Endpoint
() Business Application Weather App 1.0 ) WA 1.0t TC 14 //-? ) Senice Level Definition \. http:ocalhost:3062/Te...
@ Application Version ) Senvice Level Agresmant ) S0OAP Senvice Endpoint
SLA_ACTIVE [ PROD| INTERNAL| ONLINE
‘| ) Senice Interface |

Query:

Only Active SLAs will
satisfy this query.

gep6b3_consumes(.

com/xmlns/prod/serwcereg|stry/I|fecycle/v6r3/L|fecycIeDef|n|t|on#SLAAct|ve) and
@gep63_contextldentifier='%2"]

%1 = consumer Identifier (‘WA10’ for this example)

%?2 = dependency ID (‘WA10d1’ for this example)

%3 = External or Internal classification
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Querying for Available Endpoints in WSRR example

Impact Analysis for: Low Latency T
TemperatureConverter
k. I Sy
PROD| EXPOSED [ ONLINE

TemperatureConverter _| TemperatureConverter ... 3 edp.1 M.ComY.
Weather App () Business Service 2 Sernvice Version \\-\-\‘ Low Latency ///' © SOAP Service Endpoint
() Business Application Weather App 1.0 WA 1.0t TC 14 //-? ) Senice Level Definition ‘\. http:ocalhost:3082/Te...

@ Application Version ) Senvice Level Agresmant ) S0OAP Senvice Endpoint

Query:

gep63_agreedEndpoints(.)

%1 = consumer Identifier (‘WA10’ for this example)
%?2 = dependency ID (‘WA10d1’ for this example)
%3 = External or Internal classification
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Querying for Available Endpoints in WSRR example

Impact Analysis for: Low Latency

TemperatureConverter
o - .
PROD| EXPOSED [ ONLINE
TemperatureConverter N TemperatureConverter ... http:Tedgedp.abm.com:9...
Weather App () Business Service 2 Service Version \\\_\‘ Low Latency 01 S0AP Senvice Endpoint
() Business Application Weather App 1.0 ) WA 1.0t TC 14 /,,-? ) Senice Level Definition http:/Mocalhost:9082Te...
@ Application Version ) Senice Level Agre

et ) S0OAP Senvice Endpoint
SLA_ACTIVE [ PROD| INTERNAL| ONLINE

‘| ) Senice Interface |

Query:

gep63_availableEndpoints(.)[cla
ssifiedByAnyOf(.,'http://www.ibm.com/xmins/prod/serviceregistry/lifecycle/ver3/LifecycleDefi
nition#Online") and classifiedByAnyOf(.,'%3"]

%1 = consumer ldentifier (‘WA10’ for this examp Only Online Endpoints J
%2 = dependency ID (‘WA10d1’ for this example) will'satisfy this query.

%3 = External or Internal classification
77 ==




Result of Invoking a Named Query: ‘EligibleEndpoints’

<?xml version="1.0" encoding="UTF-8'"?>

<resources>
<resource bsrURI="f8b89cf8-8237-4778.9044.859c8£8544c9" type="GenericObject'>

<properties>
<property name="bsrURI" valye="f8b89cf8-8237-4778.9044, 859c8£8544c9"/>
<property name="name" Value£"http://edgedp.ibm.com:9553/TemperatureConverter/services/TemperatureConverter"/>
<property name="namespace" sAtesbelt
<property name="version" value=""/>
<property name="description" value=""/> The Value Of the ‘name’ property
<property name="owner" value="admin"/> . L .
<property name="lastModified" value="1265264591540"/> for a SOAP Service Endpoint is
<property name="creationTimestamp" value="1265264278932"/>
<property name="lastModifiedBy" value="admin"/> the address
<property name="primaryType'" value="http://www.ibm. com/xmlns/prod/serv1cereglst:y/v6r3/Serv1ceMbdel#SOAPServ1ceEndp01nt"/>
<property name="smé63 portName" value="TemperatureConverter"/>
<property name="smé63_serviceNamespace" value="http://ejbs"/>
<property name="smé3_serviceVersion" value=""/>
<property name="smé3_endpointType" value="SOAPAddress'/>
<property name="smé3_serviceName" value="TemperatureConverterService"/>

</properties>

<relationships>

<relationship name="sm63 soapAddress" targetBsrURI="a2b862a2-86af-4fc5.8021.628091622134" targetType="SOAPAddress"/>
<relationship name="smé63 sourceDocument" targetBsrURI="ea3237ea-fecb-4bfd.bb7e.0ae2dala7ef3" targetType="WSDLDocument"/>

<relationship name="smé63 wsdlPorts" targetBsrURI="53369253-6d61-4lec.8017.06bc5a061748" targetType="WSDLPort"/>

</relationships>

<classifications>
<classification urif"http://www.ibm.com/governance/it#Exposed" />
<classification urif"http://www.ibm.com/xmlns/prod/serviceregistry/vér3/ServiceModel#SOAPServiceEndpoint"/>
<classification urif"http://www.ibm.com/xmlns/prod/serviceregistry/6/1/GovernanceProfileTaxonomy#Production" />
<classification urix"http://www.ibm.com/xmlns[prod/servicereqi;try/lifécycle/v6r3/LifecycleDefinition#Online" >

</classifications>

</resource> /////
</resources>

Classifications on this endpoint, some of
which satisfied the query, i.e. Online and
Exposed




